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ABSTRACT: Kerberos is a trusted third party authentication protocol based on symmetric key
cryptography. Adding Kerberos to the network can increase the overall security available to users .This
paper analyzes how Kerberos authentication standard can be extended to support public key cryptography
(PKC). The paper also addresses three protocols for PKC enhanced Kerberos and their performance using
reference qualitative results from other research paper. It also addresses some security issues associated
with PKC in traditional Kerberos framework.
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1. INTRODUCTION

Kerberos is an authentication service designed to allow clients to access servers in a secure manner
over a network. One of the most important achievements of Kerberos is secure authentication. Windows
2000, Windows XP and Windows Vista use Kerberos as their default authentication method. The main
limitation of Kerberos is its scalability. As the number of new
Applications and Internet is growing explosively, authentication schemes are needed which can be
scaled to easily handle millions of principals within a single realm of trust. The papers we analyzed address
this concern through the integration of public key cryptography with traditional Kerberos authentication. Part
I of the paper presents the History and the basic principle of Kerberos. Part 111 describes motivation and
different protocols for public-Key enhanced Kerberos. The performance of different protocols is analyzed in
part 1V. Part V and VI describe related security issues and conclusion. To analyze the quantitative
performance differences between different protocols we have taken reference data from [1].

2. PRINCIPLE AND AUTHENTICATION PROCESS OF KERBEROS
Kerberos was originally developed at the Massachusetts Institute of Technology by Steve Miller and
Clifford Newman. It was basically developed to protect Network Services provided by MIT’s Project
Athena.

2.1 Authentication Process of Kerberos

Kerberos divides the whole world into multiple realms. A Kerberos realm is a set of managed nodes
that share the same Kerberos database. A realm represents a networked collection of client workstations,
application servers and a single master key distribution centre (KDC). The KDC maintains a database of
secret keys for each entity on the network. Knowledge of this key serves to prove an entity's identity. For
communication between two entities, the KDC generates a session key which they can use to secure their
interactions. Kerberos is a mechanism, which operates on a ticket granting methodology using a ticket-
granting server (TGS). The client must first call the local KDC and request for a Ticket Granting Ticket
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(TGT). The TGT, which consists of the Client ID, the Network Address of the client, the Ticket Validity
period and the client/TGS session key, is encrypted using the Secret Key of the TGS. The client uses the
TGT to seek a Service Ticket from the Ticket Granting server. The Service Ticket comprises of the Client
ID, Client Network Address, Validity period and the Client/Server session key. The client now uses the
Service Ticket to access the server. The Server decrypts the Service Ticket using its own secret key and
sends the message to confirm its identity to the client. The client then decrypts the message using the
client/server session key and checks the Time Stamp update. If the Time Stamp is properly updated, then the
client can trust the authenticity of the server. Thus it can start requesting services from the server. This
process of Ticket Granting prevents the usage of GMU-ECE 646 Fall use to secure their interactions.
Kerberos is a mechanism, which operates on a ticket granting methodology using a ticket-granting server
(TGS). The client must first call the local KDC and request for a Ticket Granting Ticket (TGT). The TGT,
which consists of the Client ID, the Network Address of the client, the Ticket Validity period and the
client/TGS session key, is encrypted using the Secret Key of the TGS. The client uses the TGT to seek a
Service Ticket from the Ticket Granting server. The Service Ticket comprises of the Client ID, Client
Network Address, Validity period and the Client/Server session key. The client now uses the Service Ticket
to access the server. The Server decrypts the Service Ticket using its own secret key and sends the message
to confirm its identity to the client. The client then decrypts the message using the client/server session key
and checks the Time Stamp update. If the Time Stamp is properly updated, then the client can trust the
authenticity of the server. Thus it can start requesting services from the server. This process of Ticket
Granting prevents the usage of GMU-ECE 646 Fall 2007 password mechanism, which can be easily hacked
by an intruder

2.2 Adding Public Key Cryptography to Kerberos

Kerberos has been using secret key Cryptography ever since its inception. Although public key
crypto-system requires calculations that are computationally expensive, it can eliminate some of Kerberos
protocol limitations First of all there is a need to maintain the secret key between every user and the KDC,
between every KDC and KDC and between the Application server and the KDC [1]. The Ticket given by the
TGS is encrypted by the user’s Secret key. So, the KDC needs to remember every user’s secret key, which is
a problem and has an impact on Kerberos scalability. Adding Public Key cryptography will add a completely
new dimension to Kerberos scalability as it eliminates the need to establish a large number of shared secrets.

Secondly, if there is an unauthorized entry into the KDC’s database, even if it is a read-only access,
the privacy of the user’s secret and the security of the KDC will be compromised. But with public key
cryptography to violate the security one has to obtain the write access to the database. Secondly, if there is an
unauthorized entry into the KDC’s database, even if it is a read-only access, the privacy of the user’s secret
and the

2.3 Different Public Key Extensions to Kerberos
There are 3 major proposals to add Public Key Cryptography to Kerberos [1]:
e Public key Cryptography for Initial Authentication in Kerberos (PKINIT).
e Public Key Cryptography for Cross Realm Authentication in Kerberos (PKCROSS).
e Public Key Utilizing Tickets for Application Servers (PKTAPP).

2.4 PKINIT

PKINIT describes how Public Key Cryptography can be added to Kerberos in the Initial
Authentication stages. Microsoft, Cyber safe and Heimdal adopted it in their implementations of Kerberos
[5]. Figure 1 illustrates the flow of the PKINIT protocol.PKINIT requires the verification of the initial
request message sent by the client to the local KDC. Any authentication requests made by intruders
masquerading as legitimate users will be denied. PKINIT also requires that the TGT and the session key be
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encrypted so that the user’s credentials will remain confidential. Also, PKINIT suggests the storage of the
user’s secret key in the KDC so as to allow the user to generate its own session key, which decreases the load
on the KDC considerably.
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Figurel: The PKINIT transaction flow [1]

Authentication Process
e Initial TGT request to KDC. Public keys are used to authenticate client and KDC
e Request a ticket to application server using secret key encryption
e Authenticate to the remote application server using secret key encryption

2.5 PKCROSS

PKCROSS is a logical extension of PKINIT. If a client wants certain services form a server, which is
located remotely, then there has to be an authentication procedure, which relates the KDC of the client
(Local KDC) with the KDC of the KDC of the server (remote KDC). It simplifies the multiple realm
authentications. Figure 2 illustrates the flow of PKCROSS authentication. The user needs to request a cross
realm TGT request from its Local KDC. The messages exchanged between local and remote KDC is similar
to PKINIT. Here the local KDC acts as a client. The local KDC sends a request comprising of the PKCROSS
flag set to the remote KDC. The remote KDC replies with a PKCROSS ticket and trusts the local KDC to
issue the remote realm TGT to its client on behalf of the remote KDC.
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Figure 2: The PKCROSS transaction flow[1]
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Authentication Process
e Initial secret key-based TGT request to KDC
e Request a ticket to the remote TGS
e Public key authentication between KDCS to establish a session key
e Request a ticket to the remote application server (all secret key encryption)
e Authenticate to the remote
Application server (all secret key encryption)

2.6 PKTAPP

The PKTAPP scheme is the one that looks into the performance aspects. The main aspect that can be
observed from the previous two schemes is the role played by the KDC. The KDC issues all TGT and server
tickets to the local KDC and also to the remote KDC. Most of the authentication transactions have to transit
the KDC [1]. This creates a performance bottleneck at the KDC. PKTAPP provides a scheme where there is
only one path of communication i.e. between the client and the server. The client sends the request message
that consists of the client’s certificate chain and the identity of the service ticket. The server immediately
responds to the request with the response signal that consists of the server’s chain and the session key that is
encrypted with the server’s private key. The PKTAPP authentication scheme mainly reduces the number of
authentication steps. Figure 3 illustrates the PKTAPP authentication message exchange.

Authentication Process
e Service request to the application server. Public keys are used to authenticate client and server.
e Authenticate to the application service
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Figure 3: The PKTAPP transaction flow [1]

3. PERFORMANCE ANALYSIS OF DIFFERENT PROTOCOL
The main performance comparison is observed between PKCROSS and PKTAPP. Closed, class-
switching queuing models are used to demonstrate the quantitative performance which compares the
response time performance. Close queuing networks represent each system resource with a queuing
discipline and a stochastic service distribution A multi-realm Kerberos environment is modeled to observed
how the following parameters affected the throughput and response times of public key based authentication
transactions:
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e Number of realms in the Kerberos environment,
e Number of application servers per realm,

Loads on application servers and key distribution centers, and
e Network delay.

Two assumptions were taken before all operations. Firstly, the client and KDC must present certificates
for authentication. Secondly, the remote server must validate the certificate signed by the local CA and
certificate signed by the remote CA. All encryption operations are configured with 1024-bit RSA keys or
standard DES. Table 1 shows the summary of encryption operations performed for PKCROSS and PKTAPP
authentication transactions

Table 1: Encryption Operations [1]

Number of Operations
Private | Public | Secret
Transactions Key Key Key
Client 0 0 7
Local KDC 2 3 5
4 | Remote KDC 1 4 4
Q
5 Application Server 0 0 3
i
&~ | Toials 3 7 19
o, | Client 2 3 3
ey
[*E Application Server 1 4 4
oA -
& | Totals 3 7

From the table it can be summarized that for authentication to a single application server, the no of
private and public key operation for PKTAPP and PKCROSS are same. But PKCROSS requires more secret
key operations. The calibrated model performance was investigated with an increased number of application
Servers.

Figure 4 shows the comparative performance- transaction response time plotted as a function of throughput
for PKTAPP and PKCROSS protocols as the number of application servers are increased.

The transaction rates for both protocols were increased until the overall response time became
unstable and grew rapidly Although for client authentication with remote application servers, PKTAPP
requires fewer messages than PKCROSS, the cross-realm performance is better with PKCROSS than
PKTAPP for networks with two or more application servers in a remote realm. Under PKCROSS, the KDC
remains in the saturation point regardless of the number of remote realm application servers participating in
the authentication. PKTAPP suffers from sending long public-key messages and performing expensive
public-key calculations for authentication with multiple application servers. PKCROSS is more efficient as it
uses public key cryptography only once between local and remote key distribution centers and then it uses
more efficient secret key cryptography for subsequent communication with application servers . Thus from
the analysis we can conclude that although PKTAPP is a significantly better performance choice for a single
remote server, PKCROSS is significantly more stable for anything greater than two servers in the remote
realm .
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Figure 4: Comparative PKCROSS and PKTAPR Performance
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Figure 4: Comparative PKCROSS and PKTAPP Performance

4. RELATED SECURITY ISSUES

The security of private keys and the wide spread availability of their corresponding public keys are
the main security issues in public key cryptography. The largest security issue associated with incorporating
public-key cryptography in Kerberos involves expanding the scope of trusted entities to include the entire
public key infrastructure (PKI) . Well secured public key infrastructure is required, otherwise man-in-the-
middle attack could happen. If this is the case, an attacker capable of modifying the traffic between two
communicating users can achieve unauthorized decryption of their public-key encrypted messages.
Fortunately, using the X.509 Certificate Authorities supported by PKINIT, PKCROSS and PKDA can
provide a trustworthy public-key infrastructure without introducing a liability into the Kerberos trust model.

5.RESULTS

We studied three public-key enabled Kerberos protocols-PKINIT, PKCROSS, and PKTAPP. All of
them support public key cryptography at different stages of the Kerberos framework. They all improve
Kerberos security and scalability by utilizing trustworthy public key infrastructures and simplifying key
management system.

PKINIT specification defines how public key cryptography can be used to secure the initial
authentication procedure. PKCROSS improves the scalability of Kerberos in large multi-realm networks
where many application servers may be participating in the authentication process. PKTAPP enhances
Kerberos scalability by distributing the authentication workload from the centralized KDC to the individual
principals on the network. According to the research by PKCROSS is more favorable than PKTAPP when
there is more than one application server in the remote realm. The complexity of public key computations
and length of its messages makes PKTAPP generally less efficient than the simpler PKCROSS protocol for
cross realm authentication. These findings can be used as a guideline for high-level protocol that combines
both PKTAPP and PKCROSS to improve performance.

6. CONCLUSION
Thus this paper is an attempt to throw light on Kerberos authentication protocol and its significance
in cryptography. This paper analyzes how Kerberos authentication standard can be extended to support
public key cryptography (PKC). The risks and troubles related to Kerberos are discussed. We hope that
readers will be able to get overview of Kerberos using Public Key Cryptography.
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